What we do
at BlueVoyant

We DON’Tjust tell you the cyber risk of your
investment portfolio.

we DO tell you and your companies WHAT
do about it and HOW.

Then, we tell you WHEN IT IS DONE.

"Cyber attackers constantly look for vulnerable companies.
Some of our companies may well be vulnerable to current or
new attacks without the resources to protect themselves.
We need assistance to continuously monitor, eliminate false
positives, recommend specific high-impact remediations,
and track implementation.””

For more information, contact
Sean O’Brien, Director - DVV Solutions
sobrien@dvvs.co.uk | +44-(0)-7973-295997
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HOW CYBER RISK MANAGEMENT WORKS

Continuous curation of external cyber risk score Critical remediation actions identified

The cyber experts in our 24x7
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positives - e.g., guest networks,
security devices.

Actionable remediation steps sent Remediation status tracked and follow-ups as needed
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These remediations are tracked
in our portal and available to

Our ROC tracks remediations
and risk scores updated daily.

Status of each company’s
response identified and
continuously available.

You can forward
recommendations to your
companies or we can act for you.

For more information contact Sean O’Brien, DVV Solutions | sobrien@dvvs.co.uk | +44-(0)-7973-295997



INSTANT VISIBILITY OF YOUR CYBER RISK
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Later Stage Full Report

Cyber Risk Report BlueVoyant Cyber Risk Report

The following report evaluates ACME Corp (ACME) in order to provide an extemal evaluation of an

Preliminary Finding: organization'seyher isk
Bee Hive Inc. Executive Summary
Homenage. beehive.com Full Investigation Appropriate
Indus1ryglndumial E.quipm!nl Company

Employees: ~10k
HQ Py!m,nas,,i Prefecture, Japan ACME is a manufacturing business with a strong global business and
Domains: 582 Preliminary Cyber Risk= @Low  @High Insufficient Data customer portfolio. iness has 8,000 emple

IP Addresses: 1,605 Established in 1920, ACME has undergone several acquisitions, and in its
current form today includes several firms subsumed into the larger ACME

Summary corporate body.
Lack of best practice email authentication methods, creating opportunities for
Email Security phishing penetration by attackers RISK RATING: HIGH
SPF records were observed for some, but not all, BEEHIVE domains; ACME's Risk Rating is HIGH. The business has a large number of
The additional protection of DMARC or DKIM did not appear to be widely VULNERABILITIES, poor They are
implemented. a THREAT target for cybercriminals and targeting is active. There is
HIGH evidence of potential COMPROMISE and attempted account takeover

IT Hygiene Some evidence of IT management issues attacks. Steps should be taken to improve cybersecurity posture and

Hosting is relatively decentralized; over 40 different providers observed; reduce risk from compromised networks and threats.
A and out-of-date devices and software observed;

For more information contact Sean O’Brien, DVV Solutions | sobrien@dvvs.co.uk | +44-(0)-7973-295997



* WHY OUR APPROACH DELIVERS RESULTS

T Focus on Effective Action, not just Reporting

> We focus on companies with excessive risk and specifically
recommend critical remediations

Expert 24/7 Leverage to your team enabling effective coverage
of your investment portfolio

3 Automation Assisted Expertise is key

> A Risk Operation Center led by highly trained former cyber
offensive personnel

» Leverages millions of dollars in security alert processing technology

4 Exclusive Data Sets

> Processing millions of data elements a
second in near real-time
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