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3 Private and Confidential © Copyright 2021



https://www2.deloitte.com/content/dam/Deloitte/us/Documents/process-and-operations/us-supplychain-digitalanalytics-survey2019.pdf
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Vendor Risk Monitoring

CYBERSECURITY RISK FINANCIAL RISK
A Application Security A Fraudulent Domains A Revenue Risk
A Attack Surface A Hacktivist Shares A Profitability Risk
A Brand Monitoring A Information Disclosure A Credit Rating Risk
A CDN Security A 1P Reputation A Cash Flow Risk
A Credential Mgmt. A Network Security A Liquidity Risk
A DDoS Resiliency A Patch Management A Efficiency
A Digital Footprint A Social Network A Bankruptcy Risk
A DNS Health A SSL/TLS Strength A Negative Incidents
A Email Security A Web Ranking
A Fraudulent Apps A Website Security
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Vendor Risk Monitoring; Beyond Cybe& CA YV | Y OA | £ X ®

ESG RISK

Environmental
Climate-related disclosures
Water
Biodiversity
Carbon Footprint

Societal
Diversity and Inclusion
Health and Safety
CSR
Human Rights

Governance
Ownership
Shareholder rights
Sanctions
Ethics

CYBERSECURITY RISK

OPERATIONS RISK

Organizational Changes
Disruptions

Customer Churn

People

Negative Incidents

COMPLIANCE RISK

Regulation - BFSI
Regulation - Healthcare
Regulation - Applicable
Across Industries
Compliance

Legal Actions

Negative Incidents

FINANCIAL RISK

0-0

Nth PARTY RISK

Finance
Operations
Compliance
Cyber

ESG
Location

LOCATION RISK

Geo-Political
Legal

Business
Financial
Macro-economic
Scalability
Infrastructure
Quiality of Life
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Awareness Vectors

RISKINTELLIGENCE VECTORS

INTERNAL RISK NOTIFICATIONS

1. Internal incidents and threshold violations
2. Audit findings and controls violations
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Business Functions: Receive data, K
guidance, and action steps from ROC
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PREDICTIVE ANALYTICS

Preditive risk intelligence based on lookbacks,
category and sub-category analysis, and
historical incident data
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Risk Operations Centre (ROC)

Enhanced Risk Operations with Continuous Risk Intelligence

i with existing vendor governance 3. Risk decision makers
- i ingest intelligence

i workflow tool using SW API. | . provided by analysts

i and apply mitigation

i strategies to bring risk
! exposure back to risk
| appetite.

i They leverage SW client
i success team for ’
| managing response

i activities and actions

i taken.

_______________________________________

____________________________________________________________________________________

i 1. Supply Wisdom Risk Intelligence creates a sound
i listening post to manage real-time risk intelligence.

| Client leverages the SW client success team and client
i champion to further filter and map the impact risk
i changes and trends have on business.
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